You are the Trojan!
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The rise to power of security tools
and researchers.
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Rise to power...

Rise to power of the modern security tools
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Rise to power...

IDS->IPS
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Rise to power...

Vulnerability Scanner->Automated Pentesting tools
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Rise to power...

Source Auditing->Binary auditing
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Rise to power...

Vulnerability announcement->PoC available
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Rise to power...

Rise to power of the security researcher
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Rise to power...

Proprietary does not mean impossible
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Where have all the Vectors gone?
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Vectors, we hardly knew thee

“Ch hey! | just leve rhese things! .. Crunchy
on the outside and a chawy center!”
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Vectors, we hardly knew thee

“Internet wide” attacks are going to the way side

{8 INTERNET SECURITY SYSTEMS'




Vectors, we hardly knew thee

The designer era
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Vectors, we hardly knew thee

If the perimeter has been tightened, how do these
attacks keep getting inside?
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What is an attacker to do?
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The resourceful attacker

Sometimes old school is best
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The resourceful attacker

How useful is this?

What is a modern day sneaker-net?
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The resourceful attacker

What is still really vulnerable?

Think about you machine...
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The resourceful attacker

Components are getting more complex
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Looking at the components.
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The resourceful attacker
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The resourceful attacker

WOWE © PRODUET  © HOW ¢ BURPORTED @ COWPATIBLE
| EENEFTE | WDRKS | VEMICLER [ PHONES

Bluetooth

o FErr=ara= gal 7]

e U maeis
Briving Moo

Syl oan aAsweer oalls brovwess phonabdok sortasts and
e el s oo B! Liyusine s ol b

LEparng whael ahn redaor Tres cnrdrol = Hncsaras =l
weunged =2 B opproseed Blucteddh mobi & onons® iz
2= connechad!

HESHLIGHTS
. TR Dol R e w  E T v |
Tour D5 Juetooth handsfee sidem will ascmsizalls cay =2 wour 0 Letaash mabile E Wineles
aray=2? Lol vl iche woepy Buve o gads g diive, Tles snslep eill Lianzber audin o Lz !
332 tavcurvehlcle sspagiers ikl € wau plaze and ananer ¢zl by simphs uzlng toz
sehidde pankrmle B Tors sl imecdram podlime et ds pya Tt sta nn s dad H
D - _ wirz Beliellis

Simple

& INTERNET SECURITY SYSTEMS




The resourceful attacker

1,000 songs. Impossibly small. iPod nanc
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The resourceful attacker
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The resourceful attacker

(# INTERNET SECURITY SYSTEMS®




Product
Contest
Cantact
Buy Now

DogPoumd

The resourceful attacker

BlazkDog is the world's smallest Linux server zhat is
100% USDB-puwered-and Tits in the palm of your hand.
Rlazk[ag represents 2 new hreed n maohile cemputing
devices that gives developers & whole new way to
thirk about computing.

Project BlackDog is & contest offering bounties,
including a $5C,000 grand prize For the best
application createc or ported to run on BlackLaogl
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The resourceful attacker

= Gadgets

® Thinks about what gadgets
you have?
m | personally have:
m | aptop
m Blackberry
m Psp
® |pod
m Usb key chain
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It really does mean Direct
Memory Access.
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Bus Mastering

DMA is a type of “BUS
Mastering.” e

Bus Mastering is when a s
device can use the ol
system bus to

communicate with other

devices without needing

the CPU.

Full bus mastering
requires the device to
have its on controller.
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DMA == Direct Memory Access

What uses DMA?
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| just got out of my fingerpainting class.
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Things to keep in mind about DMA
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USB, DMA’s Favorite child

USB == Universal Serial Bus
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USB supports many
different endpoints
and transfer types.

What does USB look like?
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Get to the root issues...

What is a root hub?

USB is a typical master slave relationship

The host controller will poll the USB network at a
periodic frequency to detect if there is data to be
transferred.

USB also supplies power for its devices.

9 INTERNET SECURITY SYSTEMS'




Get to the root issues...
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Get to the root issues...

Its all about power...

And the controller...
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Attack

r

David Maynor's USB ATTACK

TooriCon DMA USE Demo 9716/05
s-Force ARED
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The unhandled exception filter in winlogon was
overwritten.

Shellcode just contains a call to MessageBoxA
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wixemember the virtual memory parser?

It is called sanity

{# INTERNET SECURITY SYSTEMS®




Other things...

This type of attack can be extended to PCMCIA,
FireWire, AGP, and so on...
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What else?

The purpose of this talk was to demonstrate how security is no
longer just a software only issue.

There is an intresting thing happening where “the power meets
the silicon.”
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What else?

“I think this year or next year exploiting device drivers
will be all the rage!” —Maximillian Dornseif (while eating a lot

of meat and drinking beer)

With that being said | showed 14 examples of bad
device driver coding habits at CansecWest.
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Going forward

Fixing and releasing the USB fuzzer.

New generation of smartphone and PocketPC OS,
magneto.

Evaluation of wireless drivers.

Expansion of demo code to include PCMCIA and
Firewire.
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—— 1t can’t be owned over usb?
N o4 a ll‘:_w "‘ﬁ._
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ﬁ | After Roh and I Ioff

'l

{(# INTERNET SECURITY SYSTEMS®




Thank You
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